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(57) ABSTRACT

In a portal authentication method, a DHCP request message
sent by a terminal is received by an AC. In response to finding
that a user of the terminal is an unauthenticated user, a private
network IP address is assigned to the terminal. After portal
authentication of the terminal is finished, a wireless connec-
tion of the terminal is terminated by the AC. When a DHCP
request message sent by the terminal again is received, a
determination that the user of the terminal passes the authen-
tication is made by the AC, a public network IP address is
assigned to the terminal, and an accounting request message
is sent to a RADIUS server. After finding that the terminal is
offline, an accounting stop message is sent by the AC to the
RADIUS server, the wireless connection of the terminal is
disconnected, and the public network IP address is released.
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101

a wireless terminal is associated with the wireless network, and if the
association succeeds, the terminal sends an AC a DHCP request
message carrying the MAC address of the terminal

¢ 102

the AC receives the DHCP request message, assigns an IP address
to the terminal, and returns the IP address carried in a DHCP
response message to the terminal

¢ 103

the terminal initiates a HT TP request message

¢ 104

the AC receives the HTTP request message, and redirects the HTTP
request message to the portal server, and the portal server pushes an
authentication page to the terminal

¢ 105

a user of the terminal inputs a user name and password in the
authentication page, and then the portal server sends an
authentication request message carrying the user name and
password to the AC. After receiving the authentication request
message, the AC encapsulates the user name and password into a
RADIUS packet, and submits the RADIUS packet to a RADIUS server

i 106

the RADIUS server authenticates the user of the terminal, and if the

user passes the authentication, informs the AC that the authentication

is successful. Subsequently, the AC issues an ACL to the terminal to
allow the terminal to access the network

FIG. 1
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a wireless terminal is associated with the wireless network, and if the association succeeds, | 201
the terminal sends a DHCP request message carrying MAC address of the terminal to an AC

202

the AC receives the DHCP request message, finds that the user of the terminal is a
unauthenticated user, then assigns a private network IP address to the terminal, and returns
the terminal the private network IP address carried in a DHCP response message

l

after the portal authentication of the terminal is finished, the AC compulsorily disconnects
the wireless connection of the terminal

l 204

the AC receives a DHCP request message sent by the terminal again, finds that the user of
the terminal passes the authentication, then assigns a public network IP address to the

terminal, returns the public network IP address carried in a DHCP response message to the

terminal, and sends an accounting request message for the terminal to the RADIUS server

l

the AC finds that the user of the terminal is offline, sends an accounting stop message for the
terminal to the RADIUS server, compulsorily disconnects the wireless connection of the
terminal, and releases the public network IP address of the terminal

203

205

FIG. 2
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1
PORTAL AUTHENTICATION METHOD AND
ACCESS CONTROLLER

CLAIM FOR PRIORITY

The present application is a national stage filing under 35
US.C 371 of PCT application number PCT/CN2012/
075720, having an international filing date of May 18, 2012,
which claims priority to Chinese patent application number
201110241974.5, filed on Aug. 18, 2011, the disclosures of
which are hereby incorporated by reference in their entireties.

BACKGROUND

In a mobile Metropolitan Area Network (MAN) architec-
ture, the secure authentication for a user is normally imple-
mented in portal mode, and the authentication control point is
located in an Access Controller (AC) of the MAN.

BRIEF DESCRIPTION OF THE DRAWINGS

Features of the present disclosure are illustrated by way of
example and not limited in the following figure(s), in which
like numerals indicate like elements, in which:

FIG. 1 is a schematic diagram illustrating a portal authen-
tication when a terminal accesses an existing wireless net-
work.

FIG. 2 is a flowchart illustrating a portal authentication
method of a wireless terminal according to an example of the
present disclosure.

FIG. 3 is a flowchart illustrating a portal authentication
method of a wireless terminal according to another example
of the present disclosure.

FIG. 4 is a block diagram illustrating a structure of an AC
according to an example of the present disclosure.

FIG. 5 is a block diagram illustrating a structure of an AC
according to another example of the present disclosure.

DETAILED DESCRIPTION

For simplicity and illustrative purposes, the present disclo-
sure is described by referring mainly to an example thereof. In
the following description, numerous specific details are set
forth in order to provide a thorough understanding of the
present disclosure. It will be readily apparent however, that
the present disclosure may be practiced without limitation to
these specific details. In other instances, some methods and
structures have not been described in detail so as not to
unnecessarily obscure the present disclosure. As used herein,
the term “includes” means includes but not limited to. The
term “based on” means based at least in part on. In addition,
the terms “a” and “an” are intended to denote at least one ofa
particular element.

At first, the portal authentication when a terminal accesses
an existing wireless network will be briefly described here-
inafter with respect to FIG. 1. As shown in FIG. 1, the authen-
tication process includes the following operations.

Block 101, firstly, a wireless terminal is associated with the
wireless network, and if the association succeeds, the termi-
nal sends an AC a Dynamic Host Configuration Protocol
(DHCP) request message carrying the Media Access Control
(MAC) address of the terminal.

Block 102, the AC receives the DHCP request message,
assigns an Internet Protocol (IP) address to the terminal, and
returns the IP address carried in a DHCP response message to
the terminal.
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Ifa DHCP template is configured in the AC, the AC assigns
the IP address to the terminal itself, and returns the IP address
carried in a DHCP response message to the terminal. If an
external DHCP server is adopted, the AC needs to forward the
DHCP request message to the DHCP server. The DHCP
server assigns the [P address to the terminal, and returns the IP
address carried in a DHCP response message to the AC, and
then the AC returns the DHCP response message to the ter-
minal.

Block 103, the terminal initiates a Hyper-Text Transfer
Protocol (HTTP) request message.

Block 104, the AC receives the HTTP request message, and
redirects the HTTP request message to the portal server, and
the portal server pushes an authentication page to the termi-
nal.

Block 105, a user of the terminal inputs a user name and
password in the authentication page, and then the portal
server sends an authentication request message carrying the
user name and password to the AC. After receiving the
authentication request message, the AC encapsulates the user
name and password into a Remote Authentication Dial In
User Service (RADIUS) packet, and submits the RADIUS
packet to a RADIUS server.

Block 106, the RADIUS server authenticates the user of
the terminal, and if the user passes the authentication, informs
the AC that the authentication is successful. Subsequently, the
AC issues an Access Control List (ACL) to the terminal to
allow the terminal to access the network.

For a Wide Local Area Network (WL AN) user, after the
user turns on a terminal, the terminal is automatically con-
nected with the wireless network, and immediately initiates a
DHCP request for obtaining an IP address, whether or not the
user is authenticated, the terminal may obtain the IP address.
Thus, the address resources are wasted. This is especially true
with mobile networks because the mobile networks all assign
a public network IP address to a user at present, and as such,
the address resources are quite precious. The problem often
occurs that a user really wanting to access the network cannot
obtain an IP address, but a user that does not want to access the
network unintentionally occupies an IP address.

Normally, in order to solve the IP-address-shortage prob-
lem, some applications adopt a Network Address Translation
(NAT) mode. However, in the NAT mode, one public network
address corresponds to multiple private network addresses
and thus, a user cannot be precisely traced.

Examples of the present disclosure will be further
described in detail hereinafter with reference to the accom-
panying drawings.

FIG. 2 is a flowchart illustrating a portal authentication
method of a wireless terminal according to an example of the
present disclosure. As shown in FIG. 2, the method includes
the following operations.

Block 201, a wireless terminal is associated with the wire-
less network, and if the association succeeds, the terminal
sends a DHCP request message carrying a MAC address of
the terminal to an AC.

Block 202, the AC receives the DHCP request message,
finds that the user of the terminal is a unauthenticated user,
then assigns a private network IP address to the terminal, and
returns the private network IP address carried in a DHCP
response message to the terminal.

The AC maintains an authenticated-user list. When a user
of'a terminal passes the authentication, the AC adds the MAC
address of the terminal in the list. In the present operation,
after receiving the DHCP request message, if the AC finds
that the MAC address of the terminal carried in the DHCP
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request message is not in the authenticated-user list, the AC
determines that the user of the terminal is an unauthenticated
user.

If a DHCP template is configured in the AC, the AC assigns
the private network IP address to the terminal itself, and
returns the private network IP address carried in the DHCP
response message to the terminal. If an external DHCP server
is adopted, the AC plays a DHCP relay role, and forwards the
DHCP request message sent by the terminal to the DHCP
server. Here, an interface address carried in the DHCP request
message is a private network IP address of the AC, to ensure
the DHCP server to assign a private network IP address to the
terminal.

Block 203, after the portal authentication of the terminal is
finished, the AC disconnects the wireless connection of the
terminal.

Block 204, the AC receives a DHCP request message sent
by the terminal again, finds that the user of the terminal passes
the authentication, then assigns a public network IP address to
the terminal, returns the public network IP address carried in
a DHCP response message to the terminal, and sends a
RADIUS server an accounting request message indicating to
start accounting for the terminal.

In the present operation, after receiving the DHCP request
message, if the AC finds that the MAC address of the terminal
carried in the DHCP request message is in the authenticated-
user list, the AC determines that the user of the terminal
passes the authentication.

If a DHCP template is configured in the AC, the AC assigns
the public network IP address to the terminal itself, and
returns the public network IP address carried in the DHCP
response message to the terminal. If an external DHCP server
is adopted, after receiving the DHCP request message, the AC
needs to forward the DHCP request message to the DHCP
server. The interface address in the DHCP request message is
apublic network IP address of the AC interface, to ensure the
DHCP server to assign a public network IP address to the
terminal.

Block 205, the AC finds that the user of the terminal is
offline, sends the RADIUS server an accounting stop mes-
sage indicating to stop the accounting for the terminal, dis-
connects the wireless connection of the terminal, and releases
the public network IP address of the terminal.

Ifa DHCP template is configured in the AC, the AC directly
informs the DHCP template to release the public network IP
address of the terminal. If an external DHCP server is
adopted, the AC imitates the terminal to send a DHCP release
message carrying the MAC address of the terminal to the
DHCP server. After receiving the DHCP release message, the
DHCP server searches out the public network IP address of
the terminal according to the MAC address of the terminal,
and releases the public network IP address. When the user of
the terminal is offline, the AC cancels the MAC address of the
terminal from the authenticated-user list.

After the wireless connection of the terminal is discon-
nected, the terminal is associated with the wireless network
again and requests an [P address. Since the user of the termi-
nal becomes an unauthenticated user again, the AC will reas-
sign a private network IP address to the terminal.

FIG. 3 is a flowchart illustrating a portal authentication
method of a wireless terminal according to another example
of the present disclosure. As shown in FIG. 3, the method
includes the following operations.

Block 301, a wireless terminal is associated with the wire-
less network, and if the association succeeds, the terminal
sends a DHCP request message carrying a MAC address of
the terminal to an AC.
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Block 302, the AC receives the DHCP request message,
finds that the user of the terminal is an unauthenticated user,
assigns a private network IP address to the terminal, and
returns the private network IP address carried in a DHCP
response message to the terminal.

The AC maintains an authenticated-user list. When a user
of a terminal passes the authentication, the AC adds a MAC
address of the terminal in the list. In the present operation,
after receiving the DHCP request message, if the AC finds
that the MAC address of the terminal carried in the DHCP
request message is not in the authenticated-user list, the AC
determines that the user of the terminal is an unauthenticated
user.

Ifa DHCP template is configured in the AC, the AC assigns
the private network IP address to the terminal itself, and
returns the private network IP address carried in the DHCP
response message to the terminal. If an external DHCP server
is adopted, the AC plays a DHCP relay role, and forwards the
DHCP request message sent by the terminal to the DHCP
server. Here, the interface address carried in the DHCP
request message is a private network IP address of the AC, to
ensure the DHCP server to assign a private network IP
address to the terminal.

Block 303, the terminal initiates a random HTTP request
message. The AC receives the HTTP request message, and
redirects the HTTP request message to a portal server, and the
portal server pushes an authentication page to the terminal.
The user of the terminal inputs a user name and password in
the authentication page, and then the portal server sends the
user name and password carried in an authentication request
message to the AC. After receiving the authentication request
message, the AC encapsulates the user name and password
into a RADIUS packet, and submits the RADIUS packetto a
RADIUS server.

Block 304, the RADIUS server authenticates the user, and
if the user passes the authentication, informs the AC that the
user passed the authentication. The AC sends an authentica-
tion success response message to the portal server. The portal
server receives the authentication success response message,
pushes an authentication success page to the terminal, and
informs the AC that the user of the terminal is online.

In this operation, the AC further adds the MAC address of
the terminal in the authenticated-user list.

Block 305, The AC disconnects the wireless connection of
the terminal.

Here, after disconnecting the wireless connection of the
terminal, the AC may further release the private network IP
address of the terminal. Specifically, if a DHCP template is
configured in the AC, the AC directly informs the DHCP
template to release the private network IP address of the
terminal. If an external DHCP server is adopted, the AC
imitates the terminal to send a DHCP release message carry-
ing the MAC address of the terminal to the DHCP server.
After receiving the DHCP release message, the DHCP server
searches out the private network IP address of the terminal
according to the MAC address of the terminal, and releases
the private network IP address.

Block 306, the terminal is associated with the wireless
network again, and after the association succeeds, the termi-
nal initiates a DHCP request message to the AC again. The AC
receives the DHCP request message, finds that the user of the
terminal passes the authentication, then assigns a public net-
work IP address to the terminal, returns the public network IP
address carried in a DHCP response message to the terminal,
and records a corresponding relation between the MAC
address and the public network IP address of the terminal.
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In this operation, after receiving the DHCP request mes-
sage, if the AC finds that the MAC address of the terminal
carried in the DHCP request message is in the authenticated-
user list, the AC determines that the user of the terminal
passes the authentication.

If a DHCP template is configured in the AC, the AC assigns
the public network IP address to the terminal itself, and
returns the public network IP address carried in the DHCP
response message to the terminal. If an external DHCP server
is adopted, after receiving the DHCP request message, the AC
needs to forward the DHCP request message to the DHCP
server. The interface address in the DHCP request message is
a public network IP address of the interface of the AC, to
ensure the DHCP server assigns a public network IP address
to the terminal.

Block 307, the AC sends an address alteration message to
the portal server, and the address alteration message carries
the MAC address and the public network IP address of the
terminal. The portal server receives the address alteration
message, returns an address alteration response message to
the AC, and records a corresponding relation of a user name,
the MAC address and the public network IP address about the
terminal in the portal server.

Block 308, the AC receives the address alteration response
message, and sends a RADIUS server an accounting request
message indicating to start accounting for the terminal.

Block 309, the RADIUS server receives the accounting
request message, and returns an accounting response mes-
sage. The user of the terminal starts to normally surf the
Internet.

Block 310, the terminal actively initiates an offline request
message carrying the public network IP address of the termi-
nal. The portal server receives the offline request message,
searches out the user name according to the public network IP
address of the terminal, and sends the user name carried in the
offline request message to the AC. The AC receives the offline
request message, sends an accounting stop message carrying
the user name to the RADIUS server, informs the portal
server that the user of the terminal is offline, and disconnects
the wireless connection of the terminal.

In this operation, after being informed that the user of the
terminal is offline, the portal server further cancels the corre-
sponding relation of user name, MAC address and public
network IP address of the terminal. After the user of the
terminal is offline, the AC further cancels the MAC address of
the terminal from the authenticated-user list.

After the wireless connection of the terminal is discon-
nected, the terminal is associated with the wireless network
again and requests an [P address. Since the user of the termi-
nal becomes an unauthenticated user again, the AC will reas-
sign a private network IP address to the terminal.

Block 311, the AC releases the public network IP address
of the terminal.

Ifa DHCP template is configured in the AC, the AC directly
informs the DHCP template to release the public network IP
address of the terminal. If an external DHCP server is
adopted, the AC imitates the terminal to send a DHCP release
message carrying the MAC address of the terminal to the
DHCP server. After receiving the DHCP release message, the
DHCP server searches out the public network IP address of
the terminal according to the MAC address of the terminal,
and releases the public network IP address.

FIG. 4 is a block diagram illustrating a structure of an AC
according to an example of the present disclosure. As shown
in FIG. 4, the AC includes an address processing module 41
and a portal authentication assisting module 42.
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The address processing module 41 receives a DHCP
request message sent by a wireless terminal. If finding that the
user of the terminal is an unauthenticated user according to an
authenticated-user list in the portal authentication assisting
module 42, the address processing module 41 assigns a pri-
vate network IP address to the terminal; and when receiving a
user-IP-address-release instruction from the portal authenti-
cation assisting module 42, carrying the MAC address of the
terminal, the address processing module 41 releases the pri-
vate network IP address of the terminal. If finding that the user
of the terminal is an authenticated user according to the
authenticated-user list in the portal authentication assisting
module 42, the address processing module 41 assigns a public
network IP address to the terminal, and sends an address
alteration message to a portal server. The address alteration
message carries the MAC address and the public network IP
address of the terminal. When receiving an address alteration
response message returned by the portal server, the address
processing module 41 sends an accounting request message
to a RADIUS server. When finding that the terminal is offline,
the address processing module 41 sends an accounting stop
message carrying a user name of the terminal to the RADIUS
server; cancels the MAC address of the terminal from the
authenticated-user list in the portal authentication assisting
module 42, disconnects the wireless connection of the termi-
nal, and releases the public network IP address.

If a DHCP function is not configured for the AC, the
address processing module 41 is further to forward a DHCP
request message to the DHCP server after receiving the
DHCP request message sent by the terminal. If finding that
the user of the terminal is an unauthenticated user according
to an authenticated-user list in the portal authentication assist-
ing module 42, an interface address in the DHCP request
message is a private network IP address of the AC; otherwise,
the interface address in the DHCP request message is a public
network [P address of the AC. The address processing module
41 sends a DHCP release message carrying the MAC address
of the terminal to the DHCP server to release the private
network IP address or the public network IP address of the
terminal.

After receiving the HT TP request message initiated by the
terminal, the portal authentication assisting module 42 redi-
rects the HTTP request message to the portal server. After
receiving an authentication request message carrying a user
name and password sent by the portal server, the portal
authentication assisting module 42 encapsulates the user
name and password into a RADIUS packet, and sends the
RADIUS packet to the RADIUS server. When receiving an
authentication success information sent by the RADIUS
server, the portal authentication assisting module 42 deter-
mines that the authentication is finished, adds the MAC
address of the terminal into the authenticated-user list, dis-
connects the wireless connection of the terminal, and simul-
taneously sends a user-IP-address-release instruction carry-
ing the MAC address of the terminal to the address processing
module 41.

The address processing module 41 and the portal authen-
tication assisting module 42 shown in FIG. 4 may be achieved
with hardware circuit, or may be machine readable instruc-
tions stored in a memory.

FIG. 5 is a block diagram illustrating a structure of an AC
according to another example of the present disclosure. As
shown in FIG. 5, the AC includes a processor 51 and a
memory S52.

The processor 51 is to communicate with the memory 52,
and to execute machine readable instructions in the memory
52.
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The memory 52 is to store the machine readable instruc-
tions, and the machine readable instructions may include
address processing instructions 521 and portal authentication
assisting instructions 522.

when being executed by the processor 51, the address
processing instructions 521 are to: receive a DHCP request
message sent by a wireless terminal, if the user of the terminal
is found to be an unauthenticated user, assign a private net-
work IP address to the terminal; when the portal authentica-
tion process of the terminal is finished, disconnect the wire-
less connection of the terminal; when a DHCP request
message sent by the terminal again is received, determine that
the user of the terminal passes the authentication, assign a
public network IP address to the terminal, and send an
accounting request message to a RADIUS server; when the
terminal is found to be offline, send an accounting stop mes-
sage to the RADIUS server, disconnect the wireless connec-
tion of the terminal, and release the public network IP address
of the terminal.

When being executed by the processor 51, the portal
authentication assisting instructions 522 are to: after a private
network IP address is assigned to the terminal, if a HTTP
request message initiated by the terminal is received, redirect
the HTTP request message to a portal server; when a user
name and password sent by the portal server is received,
encapsulate the user name and password into a RADIUS
packet, and send the RADIUS packet to the RADIUS server.

When being executed by the processor 51, the address
processing instructions 521 are further to: after a public net-
work IP address is assigned to the terminal, send the portal
server an address alteration message carrying the MAC
address and the public network IP address of the terminal;
after receiving an address alteration response message
returned by the portal server, send an accounting request
message to the RADIUS server.

When being executed by the processor 51, the address
processing instructions 521 are further to: after the portal
authentication of the terminal is finished and the wireless
connection of the terminal is disconnected, release the private
network IP address of the terminal.

It a DHCP module is not configured in the AC, the address
processing instructions 521 are executed by the processor
further to: when the DHCP request message sent by the ter-
minal is received and the user of the terminal is found to be an
unauthenticated user, forward the DHCP request message to
the DHCP server, and the interface address in the DHCP
request message is a private network IP address of the AC;
when a DHCP response message carrying a private network
1P address returned by the DHCP server is received, forward
the DHCP response message to the terminal; when a DHCP
request message sent by the terminal again is received and the
user of the terminal is determined as passing the authentica-
tion, forward the DHCP request message to the DHCP server,
and the interface address in the DHCP request message is a
public network IP address of the AC; when a DHCP response
message carrying a public network IP address returned by the
DHCP server is received, forward the DHCP response mes-
sage to the terminal; after the portal authentication of the
terminal is finished and the wireless connection of the termi-
nal is disconnected, send a DHCP release message to the
DHCP server; the DHCP release message carries the MAC
address of the terminal, to inform the DHCP server to release
the private network IP address of the terminal; after finding
that the terminal is offline and the wireless connection of the
terminal is disconnected, send a DHCP release message to the
DHCP server. The DHCP message carries the MAC address
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of the terminal, to inform the DHCP server to release the
public network IP address of the terminal.

The memory mentioned in the present disclosure includes
a floppy disk, hard disk, magnetic optical disc, optical disc
(suchas CD-ROM, CD-R, CD-RW DVD-ROM, DVD-RAM,
DVD-RW, DVD+RW), magnetic tape, nonvolatile memory,
ROM, etc.

What has been described and illustrated herein is an
example of the disclosure along with some of its variations.
The terms, descriptions and figures used herein are set forth
by way of illustration only and are not meant as limitations.
Many variations are possible within the spirit and scope ofthe
disclosure, which is intended to be defined by the following
claims—and their equivalents—in which all terms are meant
in their broadest reasonable sense unless otherwise indicated.

What is claimed is:

1. A portal authentication method, comprising:

receiving, by an Access Controller (AC), a Dynamic Host

Configuration Protocol (DHCP) request message sent
by a terminal, and in response to finding that auser of the
terminal is an unauthenticated user, assigning a private
network IP address to the terminal;

after portal authentication of the terminal is finished, dis-

connecting, by the AC, a wireless connection of the
terminal;
when receiving a DHCP request message sent by the ter-
minal again, determining, by the AC, that the user of the
terminal passes the authentication, assigning a public
network IP address to the terminal, and sending an
accounting request message to a Remote Authentication
Dial In User Service (RADIUS) server; and

after finding that the terminal is offline, sending, by the AC,
an accounting stop message to the RADIUS server, dis-
connecting the wireless connection of the terminal, and
releasing the public network IP address.
2. The method of claim 1, after assigning a private network
IP address to the terminal and before portal authentication of
the terminal is finished, the method further comprising:
when receiving a Hyper-Text Transfer Protocol, HTTP,
request message initiated by the terminal, redirecting, by
the AC, the HTTP request message to a portal server; and

when receiving a user name and password sent by the
portal server, encapsulating, by the AC, the user name
and password into a RADIUS packet, and sending the
RADIUS packet to the RADIUS server.

3. The method of claim 1, after assigning a public network
IP address to the terminal and before sending an accounting
request message to the RADIUS server, the method further
comprising:

sending, by the AC, an address alteration message carrying

a MAC address and the public network IP address of the
terminal to the portal server;
receiving, by the portal server, the address alteration mes-
sage, returning an address alteration response message
to the AC, and recording a corresponding relation of a
user name, the MAC address and the public network 1P
address about the terminal in the portal server; and

after receiving the address alteration response message by
the AC, sending an accounting request message to the
RADIUS server.

4. The method of claim 1, after the portal authentication of
the terminal is finished and the wireless connection of the
terminal is disconnected, the method further comprising:

releasing, by the AC, the private network IP address

assigned to the terminal.
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5. The method of claim 1, wherein a DHCP module is not
configured in the AC, wherein assigning a public network IP
address to the terminal comprises:

forwarding, by the AC, the DHCP request message to the

DHCP server;

wherein an interface address in the DHCP request message

is a public network IP address of the AC;

receiving, by the DHCP server, the DHCP request mes-

sage, assigning a public network IP address to the ter-

minal, recording a corresponding relation between a 10

MAC address of the terminal and the public network IP
address ofthe terminal, and returning the public network
IP address carried in a DHCP response message to the
AC; and
returning, by the AC, the DHCP response message to the
terminal; wherein releasing the public network IP
address comprises:
sending, by the AC, a DHCP release message carrying the
MAC address of the terminal to the DHCP server; and
receiving, by the DHCP server, the DHCP release message,
searching out the public network IP address of the ter-
minal according to the MAC address of the terminal, and
releasing the public network IP address.
6. An Access Controller (AC) comprising:
a processor; and
a memory;
wherein the processor is to communicate with the memory,
and to execute machine readable instructions stored in
the memory;
wherein the memory stores machine readable instructions
which are executable by the processor to: receive a
Dynamic Host Configuration Protocol (DHCP) request
message sent by a wireless terminal, in response to find-
ing that a user of the terminal is an unauthenticated user,
to assign a private network IP address to the terminal;
when the portal authentication process of the terminal is
finished, disconnect a wireless connection of the ter-
minal;
when a DHCP request message sent by the terminal
again is received, determine that the user of the ter-
minal passes the authentication, assign a public net-
work IP address to the terminal, send an accounting
request message to a Remote Authentication Dial In
User Service, RADIUS, server; and
when the terminal is found to be offline, send an account-
ing stop message to the RADIUS server, disconnect
the wireless connection of the terminal, and release
the public network IP address of the terminal.
7. The AC of claim 6, wherein the machine readable
instructions stored in the memory are further to:
after a private network 1P address is assigned to the termi-
nal, if a HTTP request message initiated by the terminal
is received, redirect the HTTP request message to a
portal server; and
when a user name and password sent by the portal server is
received, encapsulate the user name and password into a
RADIUS packet, and send the RADIUS packet to the
RADIUS server.
8. The AC of claim 6, wherein the machine readable
instructions stored in the memory are further to:
after a public network IP address is assigned to the termi-
nal, send the portal server an address alteration message
carrying a MAC address and the public network IP
address of the terminal; and
after an address alteration response message returned by
the portal server is received, send an accounting request
message to the RADIUS server.
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9. The AC of claim 6, wherein the machine readable
instructions stored in the memory are further to:

after the wireless connection of the terminal is discon-

nected, release the private IP address assigned to the
terminal.
10. The AC of claim 6, wherein a DHCP module is not
configured in the AC and wherein the machine readable
instructions stored in the memory are further to:
when the DHCP request message sent by the terminal is
received, forward the DHCP request message to the
DHCP server;

if the user of the terminal is an unauthenticated user, an
interface address in the DHCP request message is a
private network IP address of the AC, otherwise, the
interface address in the DHCP request message is a
public network IP address of the AC; and

after the wireless connection of the terminal is discon-

nected, release the public network IP address of the
terminal by sending a DHCP release message carrying a
MAC address of the terminal to the DHCP server.

11. A portal authentication system, comprising:

a terminal;

an Access Controller (AC);

and a Remote Authentication Dial In User Service (RA-

DIUS) server;
wherein the terminal is to send a Dynamic Host Configu-
ration Protocol (DHCP) request message to the AC;
wherein the AC is to receive the DHCP request message
sent by the terminal, and in response to finding that a
user of the terminal is an unauthenticated user, to assign
a private network IP address to the terminal;

after portal authentication of terminal is finished, to dis-

connect a wireless connection of the terminal;

when receiving a DHCP request message sent by the ter-

minal again, to determine that the user of the terminal
passes the authentication, assign a public network IP
address to the terminal, and send an accounting request
message to the RADIUS server;

after finding that the terminal is offline, to send an account-

ing stop message to the RADIUS server, disconnect the
wireless connection of the terminal, and release the pub-
lic network IP address; and

wherein the RADIUS server is to start accounting for the

terminal according to the accounting request message
sent by the AC; and to stop the accounting for the termi-
nal according to the accounting stop message sent by the
AC.

12. The system of claim 11, further comprising:

a portal server;

wherein after assigning the private network [P address to

the terminal and before the portal authentication of the
terminal is finished, the AC is further to, when receiving
a Hyper-Text Transfer Protocol, HTTP, request message
initiated by the terminal, redirect the HT TP request mes-
sage to the portal server;

when receiving a user name and password sent by the

portal server, to encapsulate the user name and password
into a RADIUS packet, and send the RADIUS packet to
the RADIUS server;

wherein the portal server is to push an authentication page

to the terminal, receive the user name and password
inputted in the authentication page by a user of the
terminal, and send the user name and password to the
AC; and

wherein the RADIUS server is further to authenticate the

user of the terminal according to the user name and
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password in the RADIUS packet, after the user passes
the authentication, to inform the AC that the authentica-
tion is successful.

13. The system of claim 11, after assigning the public
network IP address to the terminal and before sending the
accounting request message to the RADIUS server, the AC is
further to send an address alteration message carrying a MAC
address and the public network IP address of the terminal to
the portal server;

after receiving an address alteration response message sent

from the portal server, to send the accounting request
message to the RADIUS server; and

wherein the portal server is further to receive the address

alteration message, return an address alteration response
message to the AC, and record a corresponding relation
of'auser name, the MAC address and the public network
IP address about the terminal in the portal server.

14. The system of claim 11, wherein after the portal authen-
tication of the terminal is finished, the AC is further to dis-
connect a wireless connection of the terminal, and release the
private network IP address assigned to the terminal.

15. The system of claim 11, wherein a DHCP module is not
configured in the AC and wherein the system further com-
prises: a DHCP server;
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wherein when the AC is to assign a public network IP
address to the terminal, the AC is further to forward the
DHCP request message to the DHCP server, and
wherein an interface address in the DHCP request mes-
sage is a public network IP address of the AC;

wherein the AC is to forward a DHCP response message
carrying a public network IP address sent by the DHCP
server to the terminal;

wherein when the AC is to release the public network 1P
address, the AC is further to send a DHCP release mes-
sage carrying a MAC address of the terminal to the
DHCP server;

wherein the DHCP server is to receive the DHCP request
message forwarded by the AC, assign a public network
IP address to the terminal, record a corresponding rela-
tion between the MAC address of the terminal and the
public network IP address of the terminal, and return the
public network IP address carried in a DHCP response
message to the AC; and

wherein the DHCP server is to receive the DHCP release
message sent by the AC, search out the public network IP
address of the terminal according to the MAC address of
the terminal, and release the public network IP address.

#* #* #* #* #*
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